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Abstract

Information systems are only useful when
they are operational and running wel. This
implies that the operational concerns of a
system should be high on an architect's lig of
priorities.

Our experience is that architects often don't
take operational concerns teribly serioudy
and those that do often druggle to eqress
their drategies to address these concerns in a
consstent way.

Following the viempoint oriented approach
widdy used by software architects, we propose
a new viewpoint to help address this situation.

We call the viewpoint “operational” and it
addressss a nunmber of related concerns
around the process of deploying, supporting
and managing a systemin production.

This paper provides a rationale for the
viewpoint and explains its contents.

1. Introduction

Systems are huilt to run. This seems like an
obvious dtatement to make.  However, you
wouldn't think that this was the case judging
by the amount of condderation of system
operation  found in  most  architecturd
descriptionsfor information systems.

Further, |IEEE dsandard 1471 [1] states that
two of the possble uses of architectura
descriptions  are “communications  among
organisations involved in the deveopment,
production, fidding, operation and
maintenance of a sysem” and “operationa
and infra-structure support” .

Both of these facts suggest that any
architecturd  description needs to congider
operational concerns serioudly.

For dl but the smplest systems, ingtaling,
managing and operaing the sysem is a
complex exerdise requiring skilled work from
many people. In order for this process to be
achievable, it must be considered a system
desgn time. If the process isn't conddered, at
this point, then there is a high probability that
the process of deploying and running the
system in production will be a painful one for
al concerned.

Nicholas Rozanski

Cap Gemini, Ernst and Young
nick.rozanski @capgemini.co.uk

In order to address the concerns of system
operation (in its widest sense) we propose the
recognition of what seems to be a forgotten
viewpoint: the Operational Viewpoint.

In the rest of this short paper, we outline the
proposed  content  for the  operationd
viewpoint. Following IEEE 1471, we define
the viewpoint's name (and rationde), the
sakeholders who's concerns it addresses, the
concerns addressed and the techniques used to
create such aview.

2. TheOperational Viewpoint

Implementing a compex system is only
part of the battle. Having developed a system,
it hass to be inddled and configured;
organisationa  processes have to be migrated to
use it; it needs monitored, controlled and
operated in order to provide an acceptable
leve of sarviceto its user community.

Given today's (eminently sensble) move
towards incrementa system development and
ddivery, this problem becomes even more
acute. Rather than having a few lage
ingalation cyces where the whole system is
ingalled and left to run, we now have a
stuation where deploying software  from
development to production is a routine part of
software development life.

The process of sysem deployment is a
complex one, requiring input from a number of
skilled stakeholders including the development
team, representatives of the end users the
systems adminigtration team and
representatives  of  specidis groups such as
security and IT audit.  This process is not
going to be successful unless dl of these
dekeholders  beieve that their concerns are
being met.

In our experience, it is rae to find a
coherent and comprehensve discusson  of
operdiond concerns  in an  achitecturd
decription.  Many architects seem to view it
as “someone ese's problem” and largely omit
discussons of these concerrs from  ther
architectural  process and the  resulting
description.  This sort of approach is unlikely
to result in the enthusastic cooperation



between dakeholders that is required for
successful system deployment.

Where operationd concerns are  addressed,
typicdly they are scattered throughout an
architectura description, reflecting the point a
which they occurred to the architect rather than
reflecting their relationship to each other.

There are a number of problems that can
result from this situation.

- Stekeholders  with  operationd  concerns
are often not convinced that the architect
understands their concerns.

Often potentid operationad problems are
overlooked because they canot be
viewed and andysed via a single coherent

description.
System deployment is often complicated
by misunderstandings between

devdopment and administration  groups,
agan because of the lack of an effective
communications vehicle.

Our proposed solution to these problems is
to define a viewpoint cdled the “operaiona
viewpoint”.

For a typicd information system, the
primary operationd concerns include
ingallation, migration, support, operational
monitoring, operational control, configuration
management  and  performance  monitoring
Therefore, the operational viewpoint that we
propose atempts to demonstrate that concerns
in dl of these aeas ae understood and
addressad.

Although much of the discusson here is
primarily in terms of turnkey information
systems, implementation and operation is dso
a concern for product developers who are
developing software products intended for use
within such systems. Too many software
products are initidly released in an dmost
unussble state because of the difficulty of
implementing and operating them within their
intended deployment environment.

Therefore, while throughout this paper, we
focus primarily on turnkey systems rather than
the software products we firmly believe that
the viewpoint we describe here is equdly
applicable to software product architecture. It
is redly jut a matter of some of the
stakeholders being one step removed, as they
work in a cusomer organistion rather than in
the development organisation.

3. Stakeholders

There are three main groups of stakeholders
who have concerns that are addressed by this
viewpoint.

The first group of such stakeholders are the
system administrators who are tasked with

ingdling the system, migraing the user
organistion to use it, monitoring it and
maintaining its operational datus.  There are
many subtypes of “administrator” each with
their own specidisation (operating systems,
databases, networks, security, auditing etc.).
However, for the purposes of these views we
group dl of thee specidisations together as
they have dsmilar overdl concerns.  These
sekeholders are concerned  with the system's
form as a production entity. They have many
questions about the system. How will the
ingdlation happen? What dependencies exist
between pats of the system? What
dependencies exist between the sysem and
other  technology = components? What
mechanisms are available for monitoring the
system? What mechanisms ae avalable to
operate the sysem? What routine maintenance
is required? (and when?)

Ancther important group are the software
devdopers who ae developing the system.
This group of dakeholders need to make
decisons throughout deveopment reating to
the operation of the systsem. Where do they
put trace code? How do they collect
performance counters?  What commands or
scripts are required from them? How do they
write  log messages? What  operationd
condraints exis¢ that condrain ther design
choices? This view needs to dearly define all
of the operationad aspects of the system that
impact devdopers to ensure a condstent
implementation that can be deployed and
operated in the target production environment
without rework being required.

The system’s end users ae a large group
containing a number of types of user. Some
users interact with the system directly (eg. call
centre staff who must use the system to record
cudomer cdls and retrieve information to help
them answer questions). Others users don't
use the system directly, but are affected by its
exigence and the functions it offes (eg.
executive management who must teke the
availability of system functions into account
when planning their business operations).
However, in the context of this view, dl of the
end usas ae dmilar in as far as they ae
concerned with a smal subset of the concerns
reflected in this view. Their concerns do not
centre on the complex technicd aspects of the
system that the previous two groups find so
fascinating.  Rather, this group of stakeholders
need to know what functions will be available
when and how they make use of them.



4. Concerns Addressed
41. Overview

As with any viewpoint, the concerns it
addresses  relate to the concerns of the
stakeholderswho the viewpoint isaimed at.

The concerns addressed by this viewpoint
ae ingdlation, migration, support, operationd
monitoring, operational  control, configuration
management and performance monitoring.

The reationship between the concerns
addressed and the stakeholders is illugtrated in
Table 1.

Systems Developer User

Admin.

Installation X X X
Migration X X
Support X X
Op. Mon. X X

Op. Control X X

Cfg. Mgnt. X

Perf. Mon. X X

Table 1-Primary Stakeholder Concerns

As you might expect, the two technica
stekeholder groups are likdy to be interested
in mos or dl of the concerns that this
viewpoint addresses.  Having said this, they
have somewhat different perspectives on the
concerns.  For example, the software developer
is concerned with how to write log messages to
dlow his component to be operationdly
monitored, while the systems adminigtrator is
concerned with how she reads and filtersthose
messagesin order to monitor the component.

As dready mentioned, the user stakeholders
aen't vey inteested in the detals of
monitoring, control etc. They are interested in
some key points relating to ingdlation and
migration. Namely, whet is instaled and made
avallable when, how do they use it and what is
the impact on them of migration to the new
software.

The following subsections discuss these
concernsin more detail.

42. Installation

The indallation concerns centre on the
process of ingdling the sysem on the
production machines. This is a task performed
by the systems administrators.  For this set of
concerns, an operationd view needsto define

The ddivery packages that the
devdlopment team will ddiver to the
systems administrators.

The dependencies between the ddivered
packages and other technology
components.

Volumetrics which can be used to guide
adminigrators when szing their
production machines.

The inddlaion tasks that  the
administrators will need to perform to
ingtall the software.

The verification activity that the systems
adminigrators can peform to check the
ingtalation.

The inddlaion tools that the systems
adminisrators  can  rey  upon  the
development team to deliver.

It is important to rote that the view should
not be an ingdlation manud and does not
contain detailed, step-by-step ingructions.  If
such indructions ae needed laer, then they
can be provided in a sepaate document.
Rether, this view provides enough information
to dlow the sysems administrators to
understand the overdl form of the system from
their perspective to alow them to plan for its
ingtallation.

From the user pespective, they ae
primarily interested in the first of these points
—what isbeing ddivered? W ha?

4.3. Migration

The migration concerns ae rdated to how
the users of the system start using it. If this is
the firs rdease, the migration may be from a
manua sysem or from nothing. If this is a
new reesse, perhgps minor  changes to
working paterns for end usas will be
sufficient migration.  The migration concerns
ae primarily of interest to the system
adminigtrators and the end users. An
operationa view needs to define the following
aspects of migration:

- Wha has changed? The key quedtion for

aminigtrators!

Will any form of padld running be
used? If so, how will the system images
be kept synchronised?

Does data need transformed or moved for
the migration? If so, where does it come
from and how isthis done?

Does the new sysem have different
resource requirements? If so, how will a
migration between the two sats of
resources be done?

How will users of the system be trained in
its new features (the whole system if it is
anew one)?

What training does the systems
administration team need in order to



accept the system from the development
team?

Are specid operationd  procedures or
monitoring reguired during migration?

As with the indgdlation concerns, the
architecture does not need to define the
migration plan but it does need to convince the
stakeholdersthat such amigration is possible!

44. Support

By support, we are referring to the overdl
process of asssting stakeholders with their use
of the sygtem. This includes helping end users
with routine use of the system (eg. helpdesk
type functions) and assging sysems
administrators to resolve queries and problems
with the system that they encounter when
running it (eg. technicd support type
functions).

It is cdlear that both of these affected groups
of gakeholders are going to have requirements
for the support available to them.

In order to dlow the system to be used and
operated successfully, it is important that the
architect identify what support is going to be
needed, who is going to provide it and how it
isgoing to be provided.

Concernsin this area.could include:

How do end users obtain assistance when
they run into problems using the system?
What is the escdation procedure when a
problem is found that the initia support
providers cannot resolve?

How do systems administrators obtain
assigance when they encounter problems
with  operation of the sysem or
components within it? Is the process
different for system specific and third
party components?

Who isto provide the support?

What sarvice level agreement is required
for the support provided?

The architecturd description should include
a clear drategy for providing support to end
users and system adminidrators as well as
identifying responsibilities and setting
gopropriate  expectations for the levd of
support to be provided.

45. Operational Monitoring

Operational monitoring concerns focus on
how the system will be monitored by its
administrators  when running in  production.
Such monitoring is criticd for many systems
to dlow gpproprite administrative action in
repponse to  criticd  conditions such  as
component failures, resource shortages  etc.

The operationd monitoring aspects of the
sysem’s architecture are of direct interest to
the devdopment team and the adminigtration
team. The development team are concerned
with the “how” — that is, how do they make
their system components easy to monitor and
what standards should they use when doing
this.  The adminidtration team are interested in
the “what” — what is monitored, what should
they look for and what should they do in
respponse to  cetan  conditions  being
recognised.

An operational view of a sysem's
architecture needs to define a lesst the
following aspects.

- An ovedl sysem wide drategy for
monitoring system components (what sort
of events need monitored, what sort of
technology will be used to monitor them
€c).

The classes of event need to be monitored
when the system runsin production.

How specific components will
communicate that certan events have
occurred (g use of log messges vs
trace messages vs. SNMP traps).

How events that components cannot
report  will  be recognised (typicaly
component failures).

Standards for various event
communication  mechaeniams  (eg.  log
sandards relaing to log levels formats
ec., sandards for “is dive’ messages that
components mug respond to and so on).

How it will be possible for adminigtration
daff to recognise tha events have
occurred.

Any requirements for integration into 3¢
party monitoring facilities.

In this context, the architect needs to
identify appropriate strategies and ensure that
quiteble dandards exis  to  guide the
devdlopment process so that dl sysem
components can be effectivdy monitored in
the production environment.

4.6. Operational Control

The operational control relaed needs of a
system tend to fall into two man groups,
routine  operationa  control  and  control
operations relating to falure containment and
rectification.

Routine operationd control is needed to
perfform routine maintenance tasks such as
dating and stopping  system  components,
managing system  resources, performing
reconfiguration of components, managing the
system security model and so on.  Often
routine maintenance for a system is primarily



performed using the software utilities supplied
with the technology components that the
system is built upon (eg. DBA utilities for
databases, adminigtration consoles for
gpplication servers and so on).

Fallure containment and rectification tools
ae needed when something has gone wrong.
Systems adminigrators use these tools to
diagnose problems, identify a suitable solution
and then to rectify the problem by changing
the system configuration in some way. Many
of these tools are dso the utilities supplied by
the technology platform suppliers. However, a
typicd information system will dso need its
own tools in this caegory. Given tha a
system failure is often in redity the violation
of one or more internd system invariants,
redidticdly there is no way that generic third
paty tools can be used to identify and
diagnose such conditions.  Architects need to
make sure that when these conditions occur in
their systems that they can be identified and
rectified whether by manua procedures or via
automated tools.

The sysem’'s operationa view should
include a least the following aspects relating
to operationa control:

- An ovedl sysem drategy for routine

operationa control.

An ovedl sysem drategy for falure
Situation operationa control.

An identification of the classes of routine
maintenance that will be required and the
approach to be used for each.

An identification of the classes of failure,
which will require operationd control to
rectify them and the approach to be used
for each.

Once agan, the architecture  should
concentrate on the sysem wide drategy,
principles and dandards to be usa for
operationd  control  rather than  detaled
procedures or tool specifications which should
be desgned by the sysem administrators and
the software designers respectively.

4.7. Configuration Management

The configuration management aspects of
the operationd view rede to managing the
configuration of the system in its operaiona
environment.

A modern information system is a complex
environment typicaly containing a number of
inter+elated components, each of which needs
configured to meet the needs of the system.
To make maters worse, the configuration of
different pats of the sysem is often
interdependent, complicating this stuation dfill
further.

The software architecture must address how
the sysem will be amenable to production
configuration management.

It is often necessary for a system to have a
number of routine configurations to support
different operationd dates (bach runs vs.
online processng being something of a dichéd
example).  These configurations need to be
stored in some way so tha they can be applied
to a system with the minimum amount of effort
and disruption.

As wdl as routine configuration changes,
sysgems often require configuration changes
over their lifecycle in order to reflect changing
requirements, changing operationd
environments and dmilar  pressures. Such
configuration changes ae often much more
wide ranging and ae reguired less often then
routine changes. However, it must dill dways
be possble to reverse such a configuration
change in the case of it having unplanned
adverse consequences.

The management of these routine and
exceptiond  configuration  changes is  the
process of operationd configuration
management.

The ddals of operaiond configuraion
management are the domain of the systems
adminigration saff.  However, the architect
needs to ensure that the system they are
designing is amenable to the configuraion
management  needs of this group  of
stakeholders.

The operational view needs to include the
folowing aspects rdating to configuraion
managemernt:

A dear identification of the groups of
configuration  information  (“configuration
groups’) within the system.

For esch configuration group identified,
how it is controlled (via a file as a
configuration set in a datdbase, by goring
itinan operating sy stem structure, ...).

For each configuration group, how it can
be managed as pat of a larger, system-
wide configuration s&t.

A list of planned operationd
configuration profiles with an andyss of
the groups of configuration information
that will need to ke changed to apply the
profileto the system.

For each operationd profile, how the
system-wide set of configuration groups
would be applied and the impact on the
users of the system (eg. how
configuration  files gat replaced and
whether a restat is required for the
components affected).

The reault of this process should be a
“configuration  architecture” that dlows the



configuration of the system to be managed in
production. This st of guiddines and
drategies should be caefully reviewed with
the system administrators to ensure that they
can  implement  configuration  management
procedures for the proposed system using the
gpproach that the architect has proposed.

48. Performance Monitoring

Almost by definition, a system is too dow.
No matter how carefully the performance
aspects of a system are worked out, designed
and tested, once it is running in a production
environment pressures mount for it to run
“faster”.

Frequently, these pressures actudly come
from success. For example, if the system
becomes more popular and more users use it,
then response times often incresse as the
workload on the sysem rises.  Similarly, good
information systems often simulate their own
use by making their users more productive and
0 enthusatic users who creste  more
workload. This can particularly be the case
with web connected systems.

In order to manage the inevitable
performance problem, it is important that
sysems ae huilt with performance monitoring
in mind.

There tend to be a least three aspects to
monitoring  peformance in a  production
system.

Firdly, there is the task of measuring
performance from the perspective of the
sysem's users  This typicaly takes the form
of test programs that smulate user operations
and messure the time teken for the system to
complete their requedts.

Secondly, there is the requirement to
measure resource usage.  How much CPU
time is used by system components? How
much memory is in use? Wha volume of
network and disk 1/O is being peformed? In
eaxch casg, it is useful to know which system
components are using which resources.

Findly, there is the measurement of
performance from the system's point of view.
How long does it take the system to process a
transaction from its arivad to the response
being sent? How many times have certan
peformance rdated events occurred?  (Eg,
totd client requests, 1/0 waits queue
oveflows) How long are certain key system
internd  operaions  taking? (Eg., response
times from databases.)

These aspects of performance monitoring
ae obvioudy related and monitoring them on
a routine badsis is important to form the bass
for performance engineering for the system.

The am should be to monitor these vaues on a
regular basis during different operationa dtates
s0 tha a performance profile of the system can
be built up. Such a prdfile alows trends to be
identified before they become crises, provide a
bass for peformance moddling and tuning
and provide a context for the inevitable
discussons with the user community about
why the system is dower this week than last
week.

Performance problems ae rady nesaly
confined to a single component.  Given the
number of components and the complex inter-
relationships in a typica information system, it
is important that a system wide view is taken.
This alows performance monitoring to relate
information from different parts of the system
when tracking down system wide problems.

The operational view of a sysem's
achitecture needs to dealy define the
following aspects rdating to performance
monitoring:

- What kinds of performance information

arevauable for this system?

Which components can be used & a
source of performance information?

How the required performance
information will be extracted from system
components.

Wha relationships exit between the
various performance information groups.

How the peformance information would
be used to invesigate a sysem wide
performance problem.

Once again, the system’s administrators are
key doakeholders in this area While the
documentation resulting from this architectura
aea will guide the work of the development
team, the fina outputs (i.e. the performance
messures) and drategies identified here need
to reflect the needs of the adminigtrators who
will perform the monitoring of the system.

5. Techniques

Many proposed architectural viewpoints are
described as some sort of system  structure
modd (for example, the logicd view
introduced in [2] is typicadly a UML datic
class model, the module view introduced in [3]
isadgructural software module and so on).

However, system structure modds are only
one set of outputs of architecture. The other
outputs should include draegies, guiddines
and standards.

This viewpoint relaes more to drategies,
guidelines and dandards than system dtructure
models. Therefore the techniques rdevant to
this viewpoint are somewhat different to those



used for viewpoints rdaing to system
structure.

We ae ill devdoping our ideas in this
aea and 0 we don't feel we have yet
developed a definitive st of techniques to be
usd in deveoping and communicating this
viewpoint. However, our experience of usng
this viewpoint suggests tha a couple of
moddling techniques described  bdow  ae
often useful when working in this area

- Information Moddling — an information

mode is often necessry for migraion
planning if data migration is necessary. It
can do be usfu  for  describing
configuration information and may be
useful for  illustrating  relaionships
between Sources of performance
information.

Use Case Modd — a use case modd can
be usfful to cdaify the process and
relationships within a support strategy.
Component/Layer Modd - a software
component andlor layer modd can
illustrate the standard software
compaents to be used for logging,
tracing, peformance  counters  and
configuration  sets. (Alternatively, this
could be pat of the development view
and referenced from here). A component
mode can dso be ussful to describe the
packaging of and reaionships between
system components for ingtalation (if this
is diffoeent to the packaging for
development and deployment).

In addition to these softwarelike aspects of
this viewpoint, the viewpoint should contan
extensve textua description (or dterndively
rferences to documents containing  such
description).  The textual description should be
used to describe drategies guiddines and
standards relating to operational concerns.

A suggested st of outputs from this
viewpoint would be;

- Indallation Information: A textud

description  of the ingalation approach
that the system requires (see 4.2).
Component model of ingtallation
componentsif thisisuseful.

Migration Information: An information
model for data migration if needed. A
textua  description  of the migration
strategy (see4.d).

Support drategy and Responghbiliies  An
explanation of the support dtrategy and a
cler dlocaion of responghilities for
implementation (see 44). A use case
model of the support process if this is
useful.

Operational  Monitoring  Srategy:  An
explanation of the drategy and system

wide standards for operationd monitoring
(s 45). A component and/or layer
mode for the development team to follow
when implementing thisin components.
Operational Control Srategy:  An
explanation of the dtrategy for operationd
control. A definition of the tools (or at
least types of tools) that development will
provide the systems administrators to
assist with operationd control. (See4.6.)
Configuration Management Srategy: An
information  modd illugrating  the
configuration  information  within  the
system and its inter-relaionships.  An
explanation of the dtrategy to employ for
both routine and exceptiond
corfiguration  reconfiguretion  activities
(s24.7).

Performance  Monitoring  Strategy. A
textua description of the drategy for
collecting a coherent st of performance
metrics  across  the  system. An
information mode illugtrating this if the
complexity justifies it. A software
component and/or layer modd showing
how software to collect performance
metrics will be integrated with the rest of
the software.

Integration Design  If  integration into
third paty management software is
required, a component modd showing
how thiswill be achieved.

The result of this set of techniques should
be an operationd viewpoint that  will
communicate  effectivdly  with the affected
stakeholders and help ensure their cooperation
and that their needs are met.

6. Conclusions

To return to our origind point; systems are
crested so0 that they can run in production and
provide useful facilities for their users.

Implementation of a modern information
system is a complex and intricate process
involving extensve planning and skilled work
by anumber of people.

Yet, much software architecture work today
appears to neglect the operational aspects of a
sysem’'s lifecycde and smilaly neglects the
needs of an important group of dakeholders
the system’s administrators and operators.

We would suggest that a possible remedy to
this dtuaion is the addition of an operaiona
viewpoint to the library of viewpoints used by
achitects.  Such a viewpoint can be used as
the basis for a sysem view which addresses
the operationd needs of the system’'s
stakeholders.



An opedtiond view needs to address
ingtallation, migration, support, operaiona
monitoring, operational  control, configuration
management and  peformance  monitoring
concerns.

The operdtiond view is less focused on
system structure than many of the other views,
but raher is a rich source of dreategies,
guiddines and dandads to drive the
deployment and operation of the system.

We would suggest tha without an
operationd view, an architectura description
cannot be considered complete.
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